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Secure Tokens

As an extra level of security, secure tokens provide an additional layer of authentication for your
end users. During logon, users are prompted to enter a six-digit code from their token device.
Additionally, collected secure tokens users can now use their token to authenticate their activity
when a Security Manager rule is triggered. If the user enters the wrong credential code or does
not have their token, they are not able to log on to NetTeller or complete their online banking
activity. While used primarily for Cash Management users, you can enable any NetTeller ID with
this feature.

Secure Token Devices
Three types of tokens are available for users to choose from:

e Hard Tokens
e Mobile Soft Tokens
e Desktop Soft Tokens

The financial institution purchases hard tokens, and soft tokens are a free download.

Tokens

Hard Token Mobile Device Access Desktop Access

Physical token that is given to ' Virtual token that is Virtual token that is

the end user. downloaded to a mobile downloaded to a computer

Contact your JHA Inside device. desktop.

Sales Representative to order  Search for VIP Access in your Go to https:/

physical tokens. If you are device's app store. idprotect.vip.symantec.com/
unsure of your contact, email for instructions on how to
TellMeMore@jackhenry.com. download the desktop token.

VIP Accass

VIP Access

Credantial I

Security Code

¥ Symantec VIP
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Registering a Token in Online Banking

1. Log on with your NetTeller user name and password.

TIP
Single sign-on (SSO) is required for Cash Management users.

2. Indicate if you have received your physical token or downloaded your virtual token.

Register your Secure Token:
Have you received or installed your Secure Token/Credential yet? If yes, please dick Yes and follow the instructions to register your device. If no, dick Ne to be prompted again

during a future login.

|Yes||No|

A message appears with how many days are left before your registration period ends if you
have not received your token.

3. Enter the token Serial Number/Credential ID and six-digit Token/Credential Code.

NOTE
For hard tokens, the serial number is on the back of the token.

Register your Secure Token | ‘J

Enter the required information to register your Secure Token/
Credential.

If you have a plastic key fob, the Serial Number is on the white
sticker on the back after the letters S/N. If you are using 3 virtual
token, the Credential ID begins with 4 |etters.

Please enter the serial number/credential ID exactly as it appears
on the device.

Serial Number/Credential ID

Token/Credential Code

4. Select Submit.
A success message appears.

Register your Securs Toben:

Congratulations! You hawve successiully registened your Secure Credential You will be required 1o enter the code gach time you access this system
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Once registered, the token must be used during each NetTeller logon after entering your
credentials.

Secure Token Validation:

Enter the &-digit security code from your Secure Credential.

Secure Token Token Code:

| Submit | | Log Out

NetTeller Back Office

NetTeller Back Office is the management module for NetTeller Online Banking and its ancillary
products.

NetTeller Back Office is used to manage products and users.

TIP
Use the Site tab in the top-right corner to search for specific menu options.

Manage Secure Token Users

To access user maintenance, go to NetTeller Back Office > Manage Users > Manage Secure
Token Users.

Token user maintenance is located in the Manage Secure Token User menu. This menu allows
customer service representatives (CSR) to perform the following actions on a per NetTeller ID
basis.

Activate
Deactivate
Reset
Suspend
View Details

NOTE

The number of Registered tokens may be different than the number of Users because
Registered tokens represent both current and previous token users. Deleted Cash
Management users' tokens do not appear.

CSR rights must be established to perform desired secure token actions within this menu. The
necessary CSR rights are established through custom CSR roles that have available
entitlements in the Manage Users > Manage CSR Roles menu.
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TIP
More information on granting entitlements is found in the NetTeller Back Office Training
Guide.

Secure Tokens Menu
To access secure token parameters, go to NetTeller Back Office > Manage Products >
Secure Tokens.

The Secure Tokens menu allows customer service representatives (CSR) to work with Secure
Token parameters. CSR rights to work with this menu are established through custom CSR
roles that have available entitlements in the Manage Products > Manage Secure Tokens
menu.

TIP
More information on granting entitlements is found in the NetTeller Back Office Training
Guide.

Financial Institution (FI) Controls
FI Controls allows you to configure credential parameters and establish system message

verbiage.

FI Controls

Enable Two-Factor For Back @ Yes U No
Office / E5l Management

Days Until Registration Prompt | 0 |

Days Until Access Black | 39 |

Token Product Name | Secure Credentia |

Allow Administrator Token (@ Yes 0 No

Suspension

Enable Two-Factor for Back Office/ESI Management

Enable this field if you want to require two-factor authentication for all CSRs logging on to
NetTeller Back Office. Two-factor authentication requires either a physical or virtual token to
be registered to CSRs. After CSRs enter their NetTeller Back Office credentials, they are
prompted for authentication so that they can continue their activity. For CSRs that access
ESI Management through NetTeller Back Office's Home > External Admin Sites, the
same token authenticates them into an ESI Management session. If you do not enable this
field and keep the default setting of No, CSRs can access NetTeller Back Office without
using two-factor authentication.

TIP
Recommended: Set this field to Yes.

Days Until Registration Prompt
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Enter the number of calendar days before a user is prompted to register a token after
activation. The recommended setting is O.

NOTE
This field only applies to NetTeller users, not CSRs.
Days Until Access Block

Enter the number of days before being blocked because of failure to register credentials.
Once a financial institution marks a user as activated, the user is prompted to register the
token based on the Days Until Registration Prompt. The registration prompt continues at
each logon until the user successfully registers the token. If the user fails to register the
token within the Days Until Access Block, the user is blocked after logging on.

NOTE
This field only applies to NetTeller users, not CSRs.
Token Product Name
Enter the product name that appears on screens related to secure tokens.
Allow Administrator Token Suspension
Select one of the following options to determine whether Cash Management administrators
can suspend token authentication for themselves or other cash users:

e Select Yes to allow full administrators to turn tokens on or off for cash users.
e Select No to make full administrators call the financial institution to have tokens
suspended for cash users.
Registration Prompt Message
Enter the message that appears to users asking if the secure token has been received.

Register your Secure Token:

Have you received or installed your Secure Token/Credential yet? If yes. please dlick Yes and follow the instructions to register your device. If no, dlick No to be prompted again
during a future login.

|Yes||N0|

Registration Input Message
Enter the message that appears when the device registration information is entered.
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Register your Secure Token | .‘f )

Enter the required information to register your Secure Token/
Credential.

If you have a plastic key fob, the Serial Number is on the white
sticker on the back after the letters S/N. If you are using a virtual
token, the Credential ID begins with 4 |etters.

Please enter the serial number/credential ID exactly as it appears
on the device.

Serial Number/Credential ID

Token/Credential Code

Registration Error Message
Enter the message that appears if a device is not successfully registered.

Register your Secure Token:

Your Secure Credential registration was not successful. Please dlick Try Again to reattempt or Log Out to try again later.

‘ Try Again H Log Qut ‘

Registration Confirmation Message

Enter the message that appears when registration of the secure token is successfully
completed.

Register your Secure Token:

Congratulations! You have sucoessfully registered your Securg Credential. You will be requingd to enter the code gach Time you a00ess this system.

Block Message
Enter the message that appears when a token is not registered in the allotted time frame.
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Register your Secure Token:

You failed to register your Secure Credential within the allotted time frame. At this time, login is not permitted. Please call us at 828-001-0022 so that we may reset you

‘ Continue

Authentication Prompt Message

Enter the message that prompts users to enter their token credentials during logon or
during NetTeller Security Manager authentication.

Secure Token Validation:

Enter the &-digit security code from your Secure Credential.

Secure Token Token Code:

| Submit | | Log Out |

Validation Error Message

Enter the message that appears when you enter an invalid code.

Secure Token Validation:

The code you entered is not correct. Please try again. Please call Bank Name for assistance if you are repeatedly receiving this message.

‘ Try Again ‘ Log Out ‘

Registering a User for Secure Tokens
1. Go to Manage Users > Manage Secure Token Users.
The following columns appear.
NetTeller ID
The NetTeller ID of the user matching the search criteria.
Alias
The established NetTeller alias.
Name
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The full name of the cash user established during user setup. For retail users, this is the
name tied to the NetTeller ID.

Active
The status of the NetTeller ID's secure token settings.
Users
The number of users tied to the NetTeller ID.
Registered
The number of users who have completed registration.
2. Search by the NetTeller ID, Alias, SSO ID, or Token Serial Number.
3. Next to the desired ID, select Activate.

Activate
Select to activate a user for secure tokens.

Manage Users > Manage Secure Token Usars

Manage Secure Token Users

Enter NetTeller I, Alias,or $SOID (s ) orTokenSeriaiumber () (QuSearch)

Viewing Activated Users
Use this procedure to view and maintain NetTeller IDs that are currently activated for token
authentication.

1. Go to Manage Users > Manage Secure Token Users.
The following columns appear.
NetTeller ID
The NetTeller ID of the user matching the search criteria.
Alias
The established NetTeller alias.
Name

The full name of the cash user established during user setup. For retail users, this is the
name tied to the NetTeller ID.

Active
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The status of the NetTeller ID's secure token settings.

Users
The number of users tied to the NetTeller ID.

Registered
The number of users who have completed registration.

2. Search for the user by the NetTeller ID, Alias, SSO ID, or Token Serial Number to filter
your results.

3. Next to the desired user, select View to view the individual user and token details.

Manage Users = Manage Secure Token Users W

Manage Secure Token Users

Customer Search

Enter NetTeller D, Alias, or SSOID () o Token Serial Number | (Qsearch )

NetToBor I Account Name

Selected details are defined in the following list.

Account Number
The account number generated during registration. This number can be used to look up a
user in the VIP Manager Back Office module. Users cannot see this number.

Serial Number
The serial number related to the secure token. The serial number only appears if you have
registered the device. Each user can only have one serial number.
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Status
The status of the secure token user:

e SSO Required - The cash user has not yet established the single sign-on ID for Cash
Management. Single sign-on is required to use secure tokens.

e Not Registered - The user has not registered the token.
e Registered - The user has successfully registered the device.

Suspend

Select to turn off token prompt at logon. Suspended users are able to log on to NetTeller
using only a correct user name and password.

Unsuspend
Select to turn on token authentication prompt for suspended users.
Reset

Select to require re-registration of the secure token. Use this option if the credentials were
not registered in the original allotted time frame set up in Days Before Access Block. You
can also use this option to register new credentials.

Symantec Verisign ldentity Protection Manager (VIP
anager)

VIP stands for Verisign Identity Protection. JHA partners with Symantec/Verisign to provide
secure tokens to users. The VIP Manager is a self-service site. All administrators that log on to
the VIP Manager must have a secure token device.

The VIP Manager is used for the following reasons:

e Resetting a token that does not sync up
e Deactivating a token to stop the billing

e Generating a temporary security code to keep the level of protection in place, even if the user
forgot their token

e Viewing reports
Accessing VIP Manager

1. Access VIP Manager through one of the following options:

e In NetTeller Back Office, go to Home > External Admin Sites > Symantec Verisign VIP
Manager.

e Go to hitps://manager.vip.symantec.com/vipmgr/signin.v.
2. Log on with your VIP Manager email address and password.
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Emal Address: |

Password:

ViEER s

3. Enter the six-digit security code from the credential.

Enter Security Cade

@

Erter 3 VIP secunty coda from your cregental

Security Code: |

Cancal Cantinus

VIP Manager Dashboard

The Dashboard tab gives an overview of various activities that are related to credentials and

back-office functions.

¥ Symantec. | viP MAKAGER "

Deshbai Crisfuriil s AECou Rapo

1l Dashboard

Cradeninl Vaidaticns
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VIP Manager Credentials

From the Credentials tab, you can perform various actions on a credential ID. Some of those
actions include:

e Generating a temporary security code.
e Disabling a credential.
e Resetting a credential.

\!’.Srmanlec. VIP MANAGER =
Dashiboans Cradantials Account  epons Hedp
- o
a a Manage Credentials | 3220 Results © ol Aecount (3] Expont e sy
O Cradental Type LaaE Valulstme
VI Seenaly Telan VIP Becurty Tohen Now 24,2018 0119 U
VP Secanly Cand Enatied
VI dccans for Moty Fan Dwtaiy Dhmatie Cpedwrtias Garwrate Temgueary Secey Code
VI Agtwss Do
M3
Vs Call Lant Vaisdated
i VIF Securty Token v 24, 2014 01 0% PU
O Crveens

Enasied

Drmed Lamvalsdatms
Liskid IP Sacurey Token MNew 24, 2018 01,00 P
e Enasisd
Ean Cotate [TrTa— Carerana Tompuasry Securty Cte

© Vaseaned Wi

Past b M [
Past i Yam VIP Securty Toke New 24,2018 01 05 PU
P Enasisd
= - Py ——
=
- Lt Vatidume
I Securty Token Moy 24,2018 01 04 P
0 Kol Wasdaled Wi Enatied
Pasi b lsnine
Pt Ve Edn Cutaty Conatis Cracaentia Garerats Tempowwry Sacarmy Coe
Contam
= LastValidates
’: I Securty Taksa Mew 24,2018 01 08 PR

= Enasied

T Dauia [— Carerats Temmpmeary ‘Socestty Coe

The following is a list of credential states.

Disabled

The credential is in use with an associated account, but is not currently available. This state
is set voluntarily, such as when a credential is lost or stolen. Temporary security codes are
allowed.

New
The credential is not registered.
Enabled

The credential is in use. Financial institutions are billed for the number of enabled
credentials.

Inactive

The credential is in use with an associated account but is not currently available. This state
does not permit the use of temporary security codes. This state also stops billing.
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Locked
The system locks a token after entering 10 consecutive incorrect security codes.

Search for a Credential

There are two options that your institution can use to search for a credential.

Option One
Search by the credential ID.

@ Symantec. VIP MANAGER

Dashboard ' Credentials Account Reports

Dashioard = Credentials

[ | i Manage Credentials

The GolD account number and credential ID (serial number) are found by going to NetTeller
Back Office > Manag Users > Manage Secure Token Users > View.

B

Secure Token Details By User

NetTeller ID Account Name

Option Two
This option consists of searching using the following methods:

e Credential Type
e Credential State
e Validation Within Date

Secure Tokens Training Guide 16 © 1999-2020 Jack Henry & Associates, Inc.
SilverLake, CIF 20/20®, Core Director®, Episys® NetTeller® Release 2020 | December 11, 2020



it iy Ciear A8

O Credernal Tige

1P Sty Tokee

Generating a Temporary Security Code

If a user does not have their token, you can generate a temporary code, and the user can log on
to NetTeller using the temporary code.

1. Search for the credential.

\/Syma ntec. VIP MANAGER

Dashboard | Credentials | Account | Reports .

Dashboard = Credentials

| iﬁ ﬁ Manage Credentials

2. Select Generate Temporary Security Code.

@ Manage Credentials | 1 Resuits 1D cain Account 3] Exportto csv

VIP Access for Mobile
Hew

3. Select if the temporary code is for a one-time use or multiple uses.

NOTE
If one-time use is selected, the code expires after one logon. If multiple uses is selected, you
must enter an expiration date.
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4. If you want to delete a multiple use security code before the expiration date, use the following
steps.

a) Select Edit Details.

@ Manage Credentials | 1 Resuls D cop account 3] Exportto csv

VIP Access for Mobile

Hew
I Exit Dataits I Ereals Credartial Canerate Temgorasy Socuily Code

b) Select Remove.
5. If you want to update the expiration date, use the following steps.

ﬁ Credential Details |

Cregantial I Vaeation Type: HOTF Time-Sased (%]
Credential Type: WIP Sacurity Toxen Credeatisl bsued By  OTie orgincadon
State: Enatied Expres: HotApplicatsie
Eat | Rosat
e Expinas: Fiet 28, 2013 01,00 P
sapn: aneTime Use

Edt | Generae ncther | Remove

a) Select Edit Details.

b) Select Generate Another.
This step creates a new temporary security code.

6. Select Generate.

Generate Temporary Security Code

Expires: @ 1day
© Customize
B
T (GWT-08:00)
1Pl E Pacific Time (US &
Canada)

nl

Usage: @ Multiple Use
) Ong-Time Use

Hote; This will replace your users curent temporsry security eode, if

one exists. To edit an existing code, go to Edit Datails.

[

A temporary code appears. Once you navigate away from this page, you cannot view this
temporary code.
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Temporaty Seeurity Code

Espires: Feb 28, 2013 01:00 P
(GMT-08:00) Fadfic Tima (U3 & Carada)

Deactivating a Credential
You can deactivate a credential if it is lost or stolen. Deactivating the token also stops billing.

1. Search for the credential.

wayma ntec. VIP MANAGER

Dashboard | Credentials | Account | Reports .

Dashboard = Credentials

| 0] @ Manage Credentials

2. Select Disable Credential.

@ Manage Credentials | 1 resuits D Gom accomnt (2] Exporttacsy

Credential ID Credential State Lasi Validaled -

VIF Access for Mobile

Enghled
Edit Details I Diig-abie Credenial I Generate Termporary Security Code

3. Select the reason that you are disabling this credential, and then select Disable.

Disable Credential

Are you sure you want to disable
credential

| Select Reason

|  Disable |

| Cancel ||

Select Enable Credential to enable this credential in the future. This option resumes billing.

Secure Tokens Training Guide 19 © 1999-2020 Jack Henry & Associates, Inc.
SilverLake, CIF 20/20®, Core Director®, Episys® NetTeller® Release 2020 | December 11, 2020



ﬁ Manage Credentials | 1 Results D som account 2 Export o csv

Credential I} Credential State LastVahdated w

VIP ACCE3S for Mo bile
Dizablad

Edit Detaile Generale Temperary Security Cede

Resetting a Credential
In order to reset a credential, you must have access to the credential in real-time.

Sometimes Secure Tokens users report that their security code is not accepted. If this error
occurs, it is necessary to check the credential to find out if there is a data mismatch.

1. Search for the credential.

ijma ntec. VIP MANAGER

Dashboard | Credentials | Account | Reports

Dashboard = Credentials

| [ ﬁ Manage Credentials

2. Select Edit Details.

ﬁ Manage Credentials | 1 Resuits @ com Account 28] Exportiocsv

Credental I Credental 5tate LastValdated

VIF Access for Mo bile

Disablad
I Edit Details I Emable Credential Generate Temporary Security Code

3. Select Reset.

ﬁ Credential Details | vewrerarisss

Credential ID: Validation Type: HOTP Time-Based 0
=i Type! WIF Azoass for Mot Cradential lgsued BY: Omer orpanzation
State; Disabled Expires: ol Applicable
Ean Resel

4. Enter two consecutive security codes from the credential, and then select Reset.
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ﬁ Credential Details |

Rirson Cradeatiat

L7}
Cratentiai iy

Cregenmal “Secunity Cos 126543

“Hax Security Codef5T5432]

= Ao Istormuster,

A confirmation message appears at the top of the screen

@ You have successfully reset the credential.

Creating VIP Administrators

Use this option to create new VIP administrators that have access to the VIP Manager back
office.

1. Select Account.

\/Symantec. VIP MANAGER

Dashboard | Credentials Account Reports Help
Dashboard > Account
2. Select Create VIP Administrators.
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¥ VIP Account Management

(3) View Account Details

@ Manage User Groups

@ Find / Modify Administrator
Groups

| £>2 Create VIP Administrators |

@ Find | Modify VIP Administrators
(3) WIP Policy Configuration

@ Manage VIP Certificates

() SMS Credential Settings

(3) Credential Security Settings

@ Download Files
* Member Account Management

@ Find Member Accounts

@ Create New Member Accounts

Find Member Account
Enroliments

3. Complete the required fields and user permissions, and then select Create Administrator.

Create a VIP Administrator
“First Hame:
“Last Name
*Email Address E = | usestor aceount sgnin
Credential 10 (O ptiomal) (i3]
*Permissians 7] Audit Reports o

Sapeh and view sudd reports, Ly

Credential Reparts
Generale, view, and export reports for customer credentials.

Custamer Cradantial {View Only)
Vit Clatomer credental

Customer Credential {View and Modify)
Vienw customer credenial modfy credentisd slales, check and reset
credentiasls, and generale IBmErary securly codes for cusiomer credentals

Account Settings
Sed account pokcies and securty setings for securty codes and credentials
used by your organicaton.

|| VP Administrator Manasgement

‘Create, modify, disable, and uniock inbernal VIF adminssiralor accounts
|| Certificate Management

Request & nev ceriificale, and dewnload and evebe cerfficates fot the VIP
ervice,

User Group Managemens [View Only)
© e wser groups.

Usnar Group Mamagement [View and Madify)
Vi and modfy uaer groups.

[ Administrator Group Management (View Only)
View adeinistralor groups.

|| Administrator Group Management (Miew and Modifyh
~ View and modfy admints rator groups.

(7] Customer Account Creation
Craals fdw VIP mambal 2005

Cangel Create Administrator Create and Add Ancther Administrator

NOTE
An asterisk indicates a required field.
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The user receives an email with instructions to log on.

Reports

Select Reports to view credential and internal audit reports.

v Symantec. VIP MANAGER

Dashboard > Reports

Reports | Help

The following is a list of credential reports.

Current Report

Number of tokens currently in use, sorted by credential state.

Historical Report

Search for a date range.
Transaction Report

A count of user activity.
Expiration Date Report

Search by the date that the tokens are set to expire.

Credential Reports

Select A RO tred o P Risport dreg-dewn meny, And £ IpRECALIY, SHMCTIN CSMaIpanding GEbant ® ganerale  LNGus eps

ik 1a raport 008 VP Lanages Hama page
Aepeeng
Rrpon | Setect rupert
Saloct rapon

Historical court of crocentals reglstered t pour organization
Historical count of credentials for ach of your customens
Trarmsaction Summary of ¢redectints registared al your srgariz stion
Tramaction Summary for sach of yous cuslomics

EMSVoice Usage Rapod

Uizt of crodentials basad on expration date

Audit Reports

Search by date range, action, or administrator. This report is for back-office audits.

View Audit Reports.

* Fiaqurnd Indotreaton

Werw Awdit Reports
“Date fge Select a e range o anles @ dile oge below

stanCate: fyywy-mmmod| = end v fryyy-mmmedd T

Vou can daplay admINETAkr chons baved on st searh crtena. VIF Manager wil prmede a repor of hiese acons basesd on your seanch reguest

Action Show All i 0]
el @
Cancel| Bearch |
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Help

VIP Manager has a strong online help section. Use it to learn

more about available features.

(VSymantec. v MANAGER

Dashboard | Credomtiols | Account | Repors  Holp
Uaanboard = Help
Help and Support

Click a link Balew to gat miore ifsrmialian aboul 3 tpie

i You £an 2150 Gotcontet-sensitive help on Ay pages by ccking Ihe queston matk lcans (F) you e onhe page

Holp Tapics
Ganeral
Abput Vakdaton sed I Brolaction (VE' Wanagar
Slgning In to VI Manager
Shan I | Sk in o You Forgst Vou Passwerd | Ghanaing Your Password | Cansrnling n Seceiky Code | Begsalanng Your VE G

Skaning i il You Dol Hawe Your Credantisl | Besefog Your Sredectal | Skoingn d Your sccount s Locied | Sknig Gut

Managing Yaur Profile

Idati e Profie Saffig

HManaging VIP Cradentials
Credential Managemant
Ending o Ceedential | Generstno a Tesponary Securf Code | Enoblea of Disabieg the Credectel Siate | Eding o Credentiaf Stabe |

Esttng on Exaling Tempoenry Securty Cods | Heasftnga Credential | Checking an SUS or Vo Credential

Managing Your VIF Account
WViewing Account Details

Mawiog and Changing Accowtinfpemation | Wipwing Your Dynames Provisoning Grdar Histery | Mawing ¥ our Account Exateres

Marsging VIP Adeministrstors
Srentng o YE Adsnisbatot Sccout] | Endinga VP& dmesl
Ezabing o Disakion a VP Adsiniatralot Account | Unkocki

Al Accounl | Medddog a VP Adnnaliaior Agciist

A0 A dmiciairabar Acdounl | Deleliog a VIP Adminstratr Account | Assigning and Removing Cradeniials

Registering a Customer Support Representative's Token

Secure tokens provide your employees an additional layer of authentication.

If your financial institution has enabled both secure tokens and Enable Two-Factor for Back
Office/ESI Management in NetTeller Back Office > Manage Products > Secure Tokens, you
are prompted to register your token upon your first NetTeller Back Office logon.

Complete the following steps to register your token during your initial logon.

1. Log on to NetTeller Back Office using your Financial Institution Number, User Name, and

Password.

2. Complete the Serial Number/Credential ID and Token/Credential Code fields to register

your token, and then select Continue.
A Registration Successful screen appears.

TIP

If you entered incorrect information, the Registration Error screen appears instead. You can
select Try Again to attempt registering the token again.

3. Select Continue.
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Once you have registered your token and after every time you log on, a validation screen
appears.

4. Enter your Secure Credential Code, and then select Submit to access the site.

TIP

If you enter an incorrect token code, enter the same code used during registration, leave the
field blank, or if the token is in a state other than Registered, you see the Validation Error
screen where you can Try Again.

You have successfully registered your token.

For subsequent logons, enter your token's code to log on to NetTeller Back Office. If you use
ESI Management, the token authentication established in the NetTeller Back Office session
applies to ESI Management.

Reset a Customer Support Representative's Token

You can reset a token so that the Customer Support Representative (CSR) can re-register their
token.

To reset a CSR’s token, go to NetTeller Back Office > Manage Users > Manage CSR List >
Edit User. Next to the Token Status field, select Reset. The CSR is then prompted upon their
next NetTeller Back Office logon to re-register their token.

Generating Temporary Token Codes for Misplaced Tokens

If a user must access NetTeller but does not have their token with them or has misplaced their
token, you can generate a temporary token code for them to use.

TIP

If you are a CSR and you know your token serial number but you cannot generate a token
code, you can generate a temporary token code. Log on to Symantecm VIP Manager and
complete the following steps beginning at step 3.

1. View user information.
a) Go to NetTeller Back Office.

b) Select Manage Users.
c) Select Manage Secure Token Users.
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Miansge Users > Manage Socue Token Users

Manage Secure Token Users

Enter NotTalar 1D, Allas, or 55010 :} or Token Seris! Nusmbor (:

el 3 | &

Yes 2. Deaciivain

JHA, Air

2. Copy the user's serial number.

Securs Token Datails By User
Account Name Chihuahua Rescue

NefTelier ID

Nok Registered
S50 Roquined
R ) ()

3. Search using the serial number to locate credential in the Symantecm VIP Manager.

4. Select Generate Temporary Security Code.

- [ ] é Manage Credentials | 1 Results @ Goio Account (3] Export o Csv
h |

¥
VIF Agogss for Mobie
Enabied
VIP Aecess Push Avaiiable
Last Vabidatad:
Mar 04, 2015 09:32 AW

I Generate Temporary Security Code I

Dizabile Credential

Exfil Detaify

5. Establish the usage and expiration and select Generate.
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Generate Temporary Security Code

Expires: @ 1day
2 Customize
(GIT-08:00)
1PH [z] PacificTime US &
Canada) |
Usage: @ Multiple Use

O One-Time Use

Note: This will replace your users curent femporary security code. if
one exists. To edit an exisling code, go to Edit Detalls.

Cancel Generate l

Assisting Users with Lost Tokens

If a user loses their token, you can do any of the following actions:

Deactivate the lost token.
Provide the user with a new token.
Prompt for the registration of a new token.

. View user information.

a) Go to NetTeller Back Office.
b) Select Manage Users.
c) Select Manage Secure Token Users.

Manage Secure Token Users

Customer Search

Enter NotTollor 1D, Allas, or 55010 ) ortoben sersinumbor ()

JHA Air Yes 3 1

;

2. Copy the user's Serial Number.
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‘Secure Token Details By User

NefTeler ID Account Hsme  Chihuahua Rescue

10 |

3. Search using the serial number to locate the credential in the Symantec Back Office.
4. Select Disable Credential.

[F= — e a Manage Credentials | 1 Resuits D coip Account 35 Exportto CsV

VIP Accoss for Mobie
Enabled
VIP Access Push Availabla
Last Validataot
Mar 04, 2015 09:32 AM

Edit Details Dizable Credential Generate Temporary Security Code

5. Select the reason for disabling the token.

Disable Credential

Are you sure you want to disable
credential

| Select Reason [

- Cancel | Disible J

6. Provide user with a new token or assist them with downloading a new one.
7. To view user information, go to NetTeller Back Office.

8. Select Manage Users.

9. Select Manage Secure Token Users.
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Manage Users > Manage Secure Token Users
Manage Secure Token Users

Custemer Search

Enter NefTefler I, Allas, or S50 10 E ar Taken Serial Number : (@ searcn )

- - JHA Air

ez 3 1 X Deactivate

10. Select Reset for user.

‘Secure Token Detalls By User

NeTaller 1D e i Account Mame -

Registering a New Token

Users with a new token must go through the registration process again.
1. View user information.

a) Go to NetTeller Back Office.
b) Select Manage Users.

c) Select Manage Secure Token Users.

Manage Users > Manage Secuse Taken Users

Manage Secure Token Users

2. Copy the user's serial number.
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‘Secure Token Details By User

HefTeler D Account Hsme  Chihuahua Rescuee

3. Search using the serial number to locate the credential in the Symantec Back Office.
4. Select Disable Credential.

[ - a Manage Credentials | 1 Resuits D soin Account 28] Exporto CsV
VIP Accoss for Maobie
Ensblod
VIP Accass Push Availabla
Last Valigatae:
Mar 04, 2015 0532 AM
it Detes Generate Temperary Securty Cose

5. Select the reason for disabling the token.

Disable Credential

Are you sure you want to disable
credential

| Select Reason =]

- Cancel | Disable J

6. Provide user with a new token or assist them with downloading a new one.
7. To view user information, go to NetTeller Back Office.

8. Select Manage Users.

9. Select Manage Secure Token Users.
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Manage Users > Manage Secure Token Users
Manage Secure Token Users

Custemer Search

Emter NetTeller 1D, Allas, or 550 1D

ar Taken Serial Number : (@ searcn )

.IHA Air

10. Select Reset for user.

‘Secure Token Detalls By User

NeTaller 1D e i Account Mame - -

Troubleshooting an Invalid Token

At times, a miscommunication occurs between NetTeller and Symantec. If a user receives an
invalid code error, resetting the token corrects the error.

1. View user information.

a) Go to NetTeller Back Office.
b) Select Manage Users.

c) Select Manage Secure Token Users.

Manage Users > Manage Secure Taken Users

Manage Secure Token Users
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2. Copy the user's serial number.

‘Secure Token Details By User

NefTeles D Accoint Msme  Chihuahia Rescise

ot Ragistered
S50 Roquired

Regstered

(Suspend) ((Reser)

3. Search using the serial number to locate the credential in the Symantec Back Office.

4. Select Edit Details.

> ] a Manage Credentials | 1 Rezuits

D GoiD Account [38] Exportto C sV

VIP Access for Mobile
Enabled
VIP Accecs Puch Available
Last Validated:
Mar 04, 2015 (%32 AM

Exdiit Destail s Disable Credential

Generate Temporary Security Code

5. Select Reset.

@ Credential Details |

Credential Type: VIF Access for Mobilz

VIP Access Push:  Enabled

Credential 1Dz Walidation Type: HOTP Time-Eazed @

Credeniial Issued By: Cther crganizabon

State: Enabled Expires:

Mot Applicable

6. While speaking with the user, enter two consecutive security codes.

Reset Credential

Credential 10

Creaential ‘SecurityCode: [ |
e —

* Reguired Information

Cancel Reset
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7. Select Reset.
The user can now enter their credential information.

Resetting a Blocked User

Financial institutions assign a user a specific number of days to register their token. If the token
is not registered in that time frame, the user is blocked from logging on to NetTeller. After this

occurs, the registration time period must be reset.

1. View user information.
a) Go to NetTeller Back Office.

b) Select Manage Users.
c) Select Manage Secure Token Users.

Manage Users > Manage Secure Taken Users
Manage Secure Token Users
Enter NotTollor 10, Allss, oSSO0 (T ) orToken Serisiniumber () (GuSewh

2. Select Reset for the desired user.

HetTelier i Account Mame  Chihuahua Rescue
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